Introduction
============

The ubiquity of mobile phones and rapid spread of wearable devices have greatly increased the amount and accuracy of data directly generated by patients outside of medical facilities \[[@ref1]-[@ref3]\]. These types of data, which are increasingly contributing to the use of personal health records (PHRs), are starting to attract as much attention as the patient data generated by medical institutions. Such data can be linked with the data collected at medical institutions, but it is expected that PHR management will become more personalized. This hope is one of the biggest drivers of change in the medical care paradigm, which is shifting its focus from general, guideline-based treatment to personalized treatment and disease prevention \[[@ref3]-[@ref8]\]. Although there are some advantages to this shift, there are economic, technological, regulatory, and sentimental barriers to the widespread adoption of PHR \[[@ref9]-[@ref11]\].

Recently, several studies have proposed the use of blockchain technology as a potential way to improve current PHR systems, which restrict access to and recording and sharing of data \[[@ref12]-[@ref16]\]. Blockchain databases and platforms are decentralized and irreversible; their advantages include reliability, transparency, and security \[[@ref17],[@ref18]\]. Blockchain-based platforms are gradually expanding into a range of fields such as administration, insurance, and copyright act \[[@ref19],[@ref20]\]. Distributed ledger technology (DLT) is the foundation of blockchain. DLT offers a consensus validation mechanism through a network of computers that facilitates peer-to-peer transactions without the need for an intermediary or centralized authority to update and maintain the information generated by the transactions. Each transaction is validated; a group of validated transaction is added and connected as a new "block" to an already existing chain of transactions, giving rise to the term "blockchain" \[[@ref21]\]. In the medical field, the use of blockchain in electronic health records (EHRs), clinical trials, and drug tracking has been being proposed \[[@ref22]-[@ref24]\]. In clinical trials and research, there are several ways in which blockchain technology can improve the quality and processing of data \[[@ref24]\]. For example, the smart contract function of the blockchain could be used to obtain consent from participants in a trial or track specific clinical trial events to improve the quality of a study \[[@ref25]\]. Blockchain-based PHRs have been shown to solve technical and economic problems \[[@ref12]-[@ref14]\]. For example, instead of relying on a trusted third party, individuals may be able to manage their own data and can be assured of trust in the data through the blockchain. For example, after patients receive their medical records from medical institutions, these could be sent to other medical institutions, insurance companies, and research institutes, with the information being verified by the blockchain instead of a trusted third party. The medical information stored in patients' mobile phones can be used without the help of a medical institution or a company. In addition, individuals can hand over their own data to data utilization parties, receive compensation for the data, and record the transaction details in the blockchain. To our knowledge, no published studies have examined the feasibility, effectiveness, performance, or costs of blockchain-based PHRs. The main questions that this study aimed to address were as follows: (1) Is the blockchain network suitable for PHR management? (2) How long does it take to share and distribute clinical data on a blockchain network? (3) How much does it cost to transmit clinical data in a blockchain network?

Methods
=======

Study Design
------------

To evaluate the usefulness of blockchain technology for the management of PHRs, we constructed a private blockchain network and conducted verification using real patient data. The blockchain-based PHR-sharing experiment was conducted on a 64-core, 398 GB Linux CentOS 6.9 server. The blockchain network was an Ethereum version 1.8.4--based private network \[[@ref26]\], and 301 nodes were created from one local node via the Linux screen. We connected the additional 300 nodes to one main node representing a hospital.

To investigate the effectiveness of blockchain-based PHR management, we analyzed the time taken for data transactions on the blockchain nodes and the time taken for the spread of the clinical data over the network. Since the size of the clinical data is an important variable, we used data from 100 patients for each data size assessment. All clinical data were encoded with hexadecimal codes, and the transactions were performed with hex code in the transaction data field. In the same environment, 301 nodes were created, and one of them was assumed to be a hospital. The transactions for the clinical data of 300 patients were generated from the hospital node.

The times and costs associated with propagating the transactions of the 300 patient nodes were calculated. In order to calculate the propagation time for one transaction to all nodes in the network, the time until confirmation of the block containing the last transaction was defined as one cycle. The performance of each group was measured using the time required for one cycle and a measure of the propagation speed of the blockchain network according to the amount of data transmitted. In this private blockchain network, sending clinical data from a hospital node to patient nodes was repeated 100 times, and the time and cost were calculated as the average of these 100 iterations.

Cost was calculated using the gas fee, which is a special unit used in Ethereum networks. In Ethereum networks, every operation that can be performed by a transaction or contract costs a certain amount of gas, with operations that require more computational resources costing more gas than operations that require fewer computational resources \[[@ref26]\]. For example, a high gas fee is engendered by a costly computation or an increase in the amount of data that must be stored in the node's state. The gas fee is calculated by repeating 100 cycles of sharing and propagating clinical data in a blockchain network, in the same way as was done for calculating time.

Data Sources
------------

The clinical data, which forms the input to the PHRs, were collected from 300 patients randomly selected from the anonymized data warehouse of the Asan Medical Center in Seoul, South Korea \[[@ref27],[@ref28]\]. Inclusion criteria were patients who had at least one outpatient visit record since 2014 and received at least one diagnosis and at least one laboratory test. The purpose of this study was to evaluate the capacity of blockchain technology to manage the patients' clinical data. The patients were grouped into group A (100 patients with less than 1 year of outpatient data), group B (100 patients whose outpatient data were from between 1 and 3 years before data collection), and group C (100 patients with 3 to 5 years of outpatient visit data). We excluded all patient records that exceeded the 64 KB limit for blockchain transactions. The American Society for Testing and Materials' Continuity of Care Record, a PHR standard, was used to fit the format of each patient's clinical data \[[@ref29]\].

Data Analysis
-------------

We used Python 3.6.4 (Python Software Foundation) to obtain and analyze data for transaction logs between nodes. The transaction logs contained each node-specific data load time, the total network spread time, and the cost per transaction. We used analyses of variance (ANOVA) to test for statistical significance in the differences between the 3 groups. All reported *P* values were 2-sided, and *P* values less than .05 were considered significant. All statistical analysis was performed using R version 3.5.0 (R Foundation for Statistical Computing).

Ethical Considerations
----------------------

This study was approved by the Asan Medical Center's Institutional Review Board (No. 2018-0178). The Ethics Committee waived the need for informed consent, as all data used in this study were anonymized and anonymously managed at all stages, including during data cleaning and statistical analyses.

Results
=======

Overall Characteristics
-----------------------

Of the 300 patient records, the clinical data of 74 patients exceeded the 64 KB limit for transaction records in a blockchain: 20 from group A; 16 from group B; and 38 from group C. This elimination process left 226 individual health records in the final analysis: 80 in group A, 84 in group B, and 62 in group C ([Table 1](#table1){ref-type="table"}). All variables except gender were significantly different between the 3 groups. The number of visits, problems, medication, results, and procedures was highest in group A and lowest in group C.

Blockchain-Based Data Transaction and Propagation
-------------------------------------------------

[Figure 1](#figure1){ref-type="fig"} shows comparisons of total transaction times and total propagation times among the 3 groups. The mean data sizes were 5.7 KB, 20 KB, and 37 KB for groups A, B, and C, respectively. In terms of mean transaction times, C (128.7 seconds) had the shortest time, followed by A (132.2 seconds) and B (159.0 seconds). The mean propagation times were 1494.2 seconds, 2138.9 seconds, and 4111.4 seconds for groups A, B, and C, respectively; the mean file sizes were 5.6 KB, 18.6 KB, and 45.38 KB, respectively.

###### 

Basic characteristics of target groups.

  --------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------
  Characteristics              Group A^a^ (n=80)                                                                                       Group B^b^ (n=84)   Group C^c^ (n=62)   
  ---------------------------- ------------------------------------------------------------------------------------------------------- ------------------- ------------------- ---------
  Gender, male, n (%)          37 (46)                                                                                                 32 (38)             32 (50)             

  Age, mean (SD)               44.27 (20.73)                                                                                           45.67 (24.06)       55.89 (20.57)       

  **Diagnosis rank, n (%)**    \                                                                                                       \                   \                   

  \                            1st (group A joint pain; groups B and C essential \[primary\] hypertension)                             8 (10)              19 (23)             26 (42)

  \                            2nd (group A essential \[primary\] hypertension; group B headache; group C chest pain, unspecified)     6 (8)               11 (13)             16 (26)

  \                            3rd (group A cough; group B chest pain, unspecified; group C Encounter for gynecological examination)   6 (8)               9 (11)              13 (21)

  Visit frequency, mean (SD)   4.58 (3.91)                                                                                             17.21 (9.26)        32.70 (19.94)       

  Problems, mean (SD)          3.68 (3.79)                                                                                             18.79 (10.29)       37.9 (25.30)        

  Medication, mean (SD)        3.35 (4.68)                                                                                             31.71 (17.14)       74.4 (47.03)        

  Results, mean (SD)           3.38 (4.62)                                                                                             33.09 (16.86)       75.59 (46.43)       

  Procedure, mean (SD)         0.04 (0.25)                                                                                             1.34 (1.75)         2.57 (3.04)         
  --------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------

^a^Less than 1 year of outpatient visit data.

^b^1 to 3 years of outpatient visit data.

^c^3 to 5 years of outpatient visit data.

![Mean transaction times, propagation times, and file sizes by group in a private blockchain network. The intergroup variance test for transaction time, propagation time, and file size was performed with analysis of variance and was found to be significant for all 3 variables.](jmir_v21i2e12533_fig1){#figure1}

Blockchain-Based Data Operation Cost
------------------------------------

To calculate gas fees, we divided the amount of gas required for each transaction in each group by the number of blocks actually executed. The gas consumed according to data size was found to be the same as the propagation speed. For a transaction to be propagated by each group, the blocks must be generated through a mining process. The mean number of blocks was 9.8 in group A, 9.5 in group B, and 17. 4 in group C. The larger the data size, the fewer the transactions included in one block.

[Figure 2](#figure2){ref-type="fig"} shows the mean gas consumption per group required for the transaction and propagation of PHRs in a private blockchain network: 1,900,767 for A; 4,224,341 for B; and 4,112,784 for C. The mean data size multiplied by the gas consumption showed the same trend for propagation of the gas cost. However, B and C had similar mean data sizes, indicating that the mean number of blocks in group C was much lower than that in groups A and B.

![Mean gas consumption per group required to transact and propagate personal health records in a private blockchain network.](jmir_v21i2e12533_fig2){#figure2}

Discussion
==========

Principal Findings
------------------

To the best of our knowledge, this is the first study to investigate the possibility of transferring data between hospital- and patient-based databases using real PHRs on a blockchain network. The limitations of sharing PHRs on a private Ethereum blockchain network include, first, the fact that sharing a PHR with a transaction in a blockchain cannot save more than 64 KB. This restriction in Ethereum is to prevent distributed denial-of-service (DDoS) attacks \[[@ref26]\]. Because of this limit, data for 74 patients were excluded from this study. A DDoS attack is a method of attacking a Web server by causing abnormal traffic to flow from multiple computers to the Web server, causing the server to fail due to excessive traffic, process progress, and excessive input/output operations. DDoS attacks on blockchains can be accomplished by creating many large blocks with dust transactions. In order to prevent such attacks, the size of a transaction is limited. This limitation of the blockchain needs to be addressed to justify the use of blockchain as a PHR platform, since patient-generated health data (PGHD), socioeconomic data, and genomic data are becoming larger, as are the standard components of PHR \[[@ref1],[@ref30],[@ref31]\]. Second, the larger the size of the data, the greater the gas consumption on the network, resulting in unnecessary operating costs. A pattern that we identified was that the basic cost of gas increases the cost of transactions at a higher rate with increasing amounts of data. In particular, PHRs may increase in data size over time, which may increase the operational costs associated with using a blockchain network. The costs of PGHD produced in real time via the Internet of Things or wearable devices will further increase over time \[[@ref1],[@ref3],[@ref4]\]. Third, privacy and confidentiality considerations limit the current utility of blockchain for PHR management. In this study, data producers, owners, and content were all exposed. Exposure of a producer exposes the identity of the hospital and departments visited by a particular patient. The exposure of the transaction log means that the patient's medical history is exposed; most people consider this to be sensitive information. Last, records cannot be erased once they are recorded. This is a fundamental characteristic of a blockchain, but in the case of medical data, the data may change or may need to be removed.

Recommendations for Building a Blockchain Network for Personal Health Records
-----------------------------------------------------------------------------

Transaction block size problems can be solved by choosing or designing blockchains that can accommodate high capacity. However, this modification could cause other problems, such as susceptibility to DDoS attacks \[[@ref32]\], which cause data sizes to decrease. Therefore, there is a need for an alternative approach that can increase block data size without the associated security problems.

The time it takes to transact and propagate data using blockchain is a crucial variable in blockchain-based PHR. In this study, mean transaction time was longer with larger patient numbers, and mean propagation time was longer with larger file sizes but not with larger patient numbers. In this study, small patient sample groups were used for verification purposes. However, to allow for the management of and queries about large numbers of patients, it will be necessary to improve transaction and propagation times.

Increased operational costs due to large data sizes can be partially resolved by selecting a more advanced blockchain. The lack of privacy and confidentiality can also be improved by choosing a blockchain system that allows anonymization. The cryptographic technology called zk-SNARK (zero-knowledge succinct noninteractive argument of knowledge) is purported to allow users to hide both sender information and database content \[[@ref33]\]. At present, however, anonymization techniques are imperfect and slow encryption speeds hinder performance.

Instead of writing all of the data, it is a good idea to record metadata such as data storage addresses, hash values, and timestamps in the blockchain. The actual data can then be stored elsewhere, such as on the hospital server, in patient mobile phones, or using a cloud-based storage system. This approach reduces the amount of data stored in the blockchain, regardless of the total database size, thereby freeing up storage space and minimizing costs. The approach also provides an alternative to storing personal and sensitive information on the blockchain and makes use of the advantages of both existing centralized storage technology and blockchain technology. At the same time, by allowing individuals to control storage, we can comply with the General Data Protection Regulation, which advises that "personal data shall be processed in a lawful manner, in a transparent manner in relation to the data subject" \[[@ref34]\]. For blockchain to be optimized in a health care capacity, it should guarantee the right to health information for individuals that seek it. Recently, a model has been proposed that stores metadata in a blockchain and stores sensitive and large data in a separate storage such as a Cloud \[[@ref35]\]. Until now, only the model has been presented, but we expect that services that implement these models will be released in the near future.

Limitations of This Study
-------------------------

The main limitation of this study is that the feasibility evaluation of blockchain for PHR management was done on a private rather than a public network. However, this design choice was made due to legal limitations which prevented us from uploading sensitive personal data to public networks. In the future, research using public network--based blockchains, with participant consent, will be necessary.

To calculate network latency and throughput, it is necessary to install and operate the system on multiple computers instead of configuring several nodes on a small number of computers, as was done in this study. Future studies using multiple computers will be able to test feasibility by appropriately distributing physically separated computers having researchers, services, and the Cloud in other regions.

Conclusions
-----------

Although many medical applications have been attempted using blockchain technology, studies investigating the feasibility and effectiveness of blockchain networks based on actual patient data have progressed relatively slowly. Our findings support the possibility of using blockchain technology to exchange actual patient data on a private blockchain network. Managing medical data using blockchain requires consideration of data size, operating costs, and privacy.
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